@ INFORMATION TECHNOLOGY
Another Fiserv Connection

ITI’s VASCO One Time Password Token Solutions

One Time Password (OTP) tokens are connectionless devices that provide an “air gap” between the
token and the network, eliminating the need for a connection to a hosting device that may be infected.
Digipass tokens are conveniently portable and, since they cannot be duplicated, remotely hacked or
spoofed, maintain the highest level of security.

Easy to Use

Replacing the traditional and seldom changing static password, the OTP token generates random
numbers (a “one time password”) at login, which customers use in conjunction with their personal
identification number (PIN). For each login attempt, the password changes. Tokens are available for
licensing in a variety of styles, and can be customized to fit your financial institution’s corporate
branding.

Easy to Deploy

Delivered in an “unregistered” state, customers activate the token through one of ITI’s fully integrated
Internet banking solutions. It takes just a few seconds to gather the token’s serial number and define a
PIN. This process also gathers a security question and e-mail address to be used to report a lost or
damaged token.

Options Available

Digipass® GO 3

Ultra-portable, strong authentication for highest convenience and customer acceptance.

User acceptance of security tools is a crucial factor in guaranteeing the success of the security solution
implementations for secure access to Internet banking applications. An alternative to the risk that static
PINs pose, the Digipass GO 3 is affordable, ultra-friendly, and both quick and efficient to rollout to
users. It is also able to carry corporate logos, branding and custom colors to suit your needs. The
Digipass GO 3 is a perfect balance between elegant design, and an unrivaled degree of portability and
affordability in an easy-to-use security device.

Key Features:

One Time Password (OTP) generation
Mutual authentication — site authentication
Transactional authorization — OTP

Only 10 grams in weight, including battery
Size 12.5 x 30 x 60mm (H x W x L)
8-character LCD display

Activated by pushing one small button
3.DES encryption

Time synchronous

5-year expected battery lifetime
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Digipass® Pro 260

A cost-effective, high-volume, password-protected personal identification device.

“PinPad” token technology enhances the security of your Internet banking solutions. Whether using the
time generated OTP at login or the challenge/response and digital signature capabilities at the
transactional level, you have greater control over who is trying to perform what activities.

Key Features

e One Time Password (OTP) generation

e  Mutual authentication — site authentication
e Transactional authorization — OTP,
Challenge/Response, or Digital Signature
Only 128 grams in weight, including battery
Size 75 x 46 x 13mm (H x W x L)
8-character LCD display

3.DES encryption

Time synchronous

5-year expected battery lifetime

Intelligent battery management

Physical PIN entry (optional)
User-changeable PIN

Invalid password attempts trigger lockout
Dual function on-off/erase button

Digipass® for Windows®

A software-based security platform that protects access to your e-commerce applications.

Digipass for Windows sits in the taskbar waiting to be activated with one click of the mouse. Once
opened, the user is presented with a graphical interface allowing easy interaction. Selecting the profile
and entering the appropriate Password for a OTP. Microsoft Windows 98/NT/2000 Professional/ME/XP

is supported.
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DIGIPASS: demo

e One Time Password (OTP) generation
5 e 3.DES encryption
e  Time synchronous
e Quick access by clicking on task bar icon
e  Multiple profile support
e  User-chosen and changeable password
e  Server-based lock mechanism after a number of
x| invalid password entries
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